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THE SIX PRINCIPLES

PREAMBLE TO THE PRINCIPLES

As institutional investors, we have a duty to act in the best long-term interests of our beneficiaries. In this fiduciary role, we
believe that environmental, social, and governance (ESG) issues can affect the performance of investment portfolios (to
varying degrees across companies, sectors, regions, asset classes and through time). We also recognise that applying these
Principles may better align investors with broader objectives of society. Therefore, where consistent with our fiduciary
responsibilities, we commit to the following:

We will incorporate ESG issues
into investment analysis and
decision-making processes.

We will be active owners and
incorporate ESG issues into our
ownership policies and practices.

We will seek appropriate
disclosure on ESG issues by
the entities in which we invest.

We will promote acceptance and
implementation of the Principles
within the investment industry.

We will work together to
enhance our effectiveness in
implementing the Principles.

We will each report on our
activities and progress towards
implementing the Principles.

PRI's MISSION

We believe that an economically efficient, sustainable global financial system is a necessity for long-term value creation. Such
a system will reward long-term, responsible investment and benefit the environment and society as a whole.

The PRI will work to achieve this sustainable global financial system by encouraging adoption of the Principles and
collaboration on their implementation; by fostering good governance, integrity and accountability; and by addressing
obstacles to a sustainable financial system that lie within market practices, structures and regulation.

PRI DISCLAIMER

The information contained in this report is meant for the purposes of information only and is not intended to be investment, legal, tax or other advice, nor is it intended to be relied upon
in making an investment or other decision. This report is provided with the understanding that the authors and publishers are not providing advice on legal, economic, investment or other
professional issues and services. PRI Association is not responsible for the content of websites and information resources that may be referenced in the report. The access provided to
these sites or the provision of such information resources does not constitute an endorsement by PRI Association of the information contained therein. Except where expressly stated
otherwise, the opinions, recommendations, findings, interpretations and conclusions expressed in this report are those of PRI Association, and do not necessarily represent the views of
the contributors to the report or any signatories to the Principles for Responsible Investment (individually or as a whole). It should not be inferred that any other organisation referenced
on the front cover of, or within, the report, endorses or agrees with the conclusions set out in the report. The inclusion of company examples, or case studies written by external
contributors (including PRI signatories), does not in any way constitute an endorsement of these organisations by PRI Association or the signatories to the Principles for Responsible
Investment. The accuracy of any content provided by an external contributor remains the responsibility of such external contributor. While we have endeavoured to ensure that the
information contained in this report has been obtained from reliable and up-to-date sources, the changing nature of statistics, laws, rules and regulations may result in delays, omissions
or inaccuracies in information contained in this report. PRI Association is not responsible for any errors or omissions, for any decision made or action taken based on information
contained in this report or for any loss or damage arising from or caused by such decision or action. All information in this report is provided “as-is” with no guarantee of completeness,
accuracy or timeliness, or of the results obtained from the use of this information, and without warranty of any kind, expressed or implied.
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ABOUT THIS GUIDE

This report provides guidance on how investors can assess
and engage with investee companies and use their influence
as stewards of capital to improve outcomes around
corporate whistleblowing practices.

It explains why this topic is relevant for investors, highlights
potential focus areas, and provides a set of disclosure
expectations and practical questions that investors can

ask investee companies. It also provides examples of good
corporate practice, potential red flags and how some
investors are starting to engage.
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BACKGROUND TO THE PRI'S WORK

The PRI coordinated a collaborative engagement on anti-
corruption between 2013 and 2015. The main objective
was to achieve enhanced transparency and disclosure

of anti-bribery and corruption strategies, policies and
management systems. Whistleblowing was one of the
aspects considered when assessing management
systems, and research on companies’ public disclosure
was conducted to inform the engagement.

The results of the research demonstrated that
implementation of whistleblowing systems is one of the
least visible areas for investors, with limited reporting
by companies on their use and effectiveness. In many
cases, even those companies that disclosed that they had
whistleblowing mechanisms in place — such as a hotline
and non-retaliation policy — did not disclose information
on their operation. In addition, the investor-company
dialogue showed that companies were reluctant to
provide meaningful information on the topic in cases
where there was limited publicly available information.

The findings of the engagement are further discussed in
Engaging on anti-bribery and corruption.



https://www.unpri.org/sustainability-issues/environmental-social-and-governance-issues/governance-issues/corruption

EXECUTIVE SUMMARY

Transparency International defines whistleblowing as the
disclosure or reporting of wrongdoing. We use a broad
framing of whistleblowing mechanisms to include those
arrangements that encourage employees, customers and
suppliers to speak up and share information on activities
that violate a company’s ethical code of conduct, its legal
and regulatory requirements or international human rights
standards.

Companies don’t take a one-size-fits-all approach to
adopting whistleblowing mechanisms, and some companies
are much more advanced in their practices than others.

Nonetheless, investors should still expect comprehensive
disclosure from their investees. Whistleblowing mechanisms
must not be seen by companies or investors as a box-ticking
exercise, in which meeting certain criteria would guarantee
that the right mechanisms and culture are in place.

Investors should use the presence (or absence) of these
mechanisms to assess companies’ risk management and
human rights practices as well as their overall corporate
culture.

WHY ENGAGE: THE BUSINESS CASE
FOR ACTION

Effective whistleblowing mechanisms are a key feature of
good governance and anti-corruption systems, as well as
being reflective of a healthy corporate culture.

They can help support companies to mitigate the risks
associated with unethical or illegal conduct, which if left
unchallenged can lead to significant corporate failures and
loss of value.

Effective whistleblowing mechanisms can also help address
systemic issues, including detecting and preventing bribery
and corruption and bringing to light significant cases of tax
avoidance, money laundering and human rights violations.

Addressing these issues results in better performance and
consequently, better returns for institutional investors and
their beneficiaries; while safeguarding public goods such as
trust in institutions and helping to achieve the Sustainable
Development Goals.

RISK MANAGEMENT

Effective whistleblowing mechanisms can be a valuable
resource for risk management, protecting companies from
financial loss, legal liabilities and lasting reputational harm.
They allow companies to quickly identify and manage
misconduct and irregularities by employees and across the
supply chain. Whistleblowers are often also key actors in
developing solutions to address the issues identified, as they
tend to be experts in their respective areas.

RESPECTING HUMAN RIGHTS

It is vital for companies to minimise harm to people

and negative outcomes, particularly as human rights
controversies can occur across all sectors, geographies and
sizes, from mining and apparel companies to technology
and financial firms — implementing strong whistleblower
protections, combined with human rights due diligence
provisions, can contribute to that.

CORPORATE CULTURE

Investors can use the presence, and effective use, of
whistleblowing mechanisms as a key indicator to assess
organisational culture, as they demonstrate a company’s
commitment to integrity and social responsibility.


https://images.transparencycdn.org/images/2018_GuideForWhistleblowingLegislation_EN.pdf

HOW TO ENGAGE

Based on our research and interviews with a range of
stakeholders and experts, we outline a set of focus areas,
disclosure expectations, and questions, to help investors
assess companies’ whistleblowing mechanisms, covering the
following areas:

= Governance and oversight
= Policies and commitments
= Systems and processes

Based on the quality of companies’ answers, investors can
identify areas where they should push for improvements,
while challenging the board and senior management to
encourage companies to adopt better practices and more
ambitious agendas.

Further engagement should be considered necessary
when public disclosure does not provide enough evidence
or comfort around the adoption and implementation of
whistleblowing arrangements. It could also be triggered
when other red flags are identified - for example,
controversies related to whistleblowers or a lack of
disclosure on board oversight.

2020

NEXT STEPS FOR INVESTORS

To successfully undertake stewardship activities on
whistleblowing, investors should start by:

= defining minimum expectations for investee companies
globally, as well as further expectations by region,
sector and size;

= establishing a set of red flags that would trigger further
engagement; and

= where necessary, requesting expanded data sets
from ESG research providers, covering performance
indicators on whistleblowing, with appropriate
assessment and weighting.

Investors should also form a clear escalation strategy,
reflected in voting principles and actions, which they can
then communicate to investee companies.

Finally, to ensure that whistleblower protections are
embedded into regulation and that there are clear
frameworks for companies to follow, investors should also
consider engaging with policy makers.




INTRODUCTION

Transparency International defines whistleblowing as the
disclosure or reporting of wrongdoing, including:

= corruption;

= criminal offences;

= breaches of legal obligation;
= miscarriages of justice;

= specific dangers to public health, safety or the
environment;

= abuse of authority;

= unauthorised use of public funds or property;
= gross waste or mismanagement;

= conflict of interest; and

= acts to cover up any of these.

For the purposes of this report we use a broad framing

of whistleblowing mechanisms to include all those
arrangements that encourage employees, customers and
suppliers to speak up and share information on activities
that violate a company’s ethical code of conduct, its legal
and regulatory requirements or international human rights
standards.

The English term whistleblower cannot be directly
translated into other languages. It can also carry pejorative
connotations and be associated with misconceptions and
social stigma in many regions. Investors should familiarise
themselves with any regional or country-specific variances
before engaging on the issue.!

Companies do not take a one-size-fits-all approach for
adopting whistleblowing mechanisms - they may be
influenced by language and cultural differences, regional
regulatory approaches and company size, among others.

However, overall, company policies are lagging significantly
on this issue. MSCI ESG Research found that of the 2,631
issuers it assessed under its corruption and instability
category, only 10% publicly disclosed a whistleblowing policy
that allows for anonymous reporting and legal protection,
76% disclosed a whistleblowing policy with no specific
details of legal protection, and 14% disclosed no evidence of
a whistleblowing policy at all.2

Regional differences are also evident in the strength of
whistleblowing policies. According to MSCI, of the issuers
assessed on the strength of whistleblowing protections,
16% of companies in the MSCI World Index (representing
developed markets) disclosed a best practice policy that
included anonymous reporting and legal protections,
compared with 7% of companies classified in the MSCI
Emerging Market Index (representing emerging markets),
as of August 2020. This assessment found that 25% of
issuers domiciled in Australia and Denmark disclosed best-
practice whistleblowing policies, while this was true for only
1% of issuers domiciled in South Korea and 4% of issuers
domiciled in Saudi Arabia.3

Sectoral differences are also noteworthy. Sustainalytics
research shows that industries most exposed to business
ethics risks, which encompass whistleblower programmes,
include banks and financial institutions, pharmaceuticals and
conglomerates in industrial manufacturing and construction.
Since January 2018, Sustainalytics has identified 299
separate incidents related to whistleblowers attributed

to 217 unique companies and spanning 35 sectors, with

the most incidents in the pharmaceuticals and healthcare,
banking and aerospace and defence sectors.4

Nonetheless, investors should still expect comprehensive
and consistent disclosure from their investees. Public
reporting in this instance can indicate if an acceptable
structure is in place, or if there is a need to raise concerns,
while the absence of appropriate reporting and other red
flags should trigger further engagement.

Whistleblowing mechanisms must not be seen by
companies or investors as a box-ticking exercise, in which
meeting certain criteria would guarantee that the right
mechanisms and culture are in place.

Investors should use the presence (or absence) of these
mechanisms to assess companies’ risk management and
human rights practices as well as their overall corporate
culture.

1 For instance, the Russian Corporate Governance Code uses the term hotline when referring to mechanisms that enable employees to report breaches of legislation, internal procedures
or code of ethics to the board. For more detail, see EBRD (2014) Russian Code of Corporate Governance.

2 Analysis undertaken on select constituents of the MSCI ACWI IMJ, as of 29 September 2020.

3 Analysis undertaken on select constituents of the MSCI ACWI IMI, as of 29 September 2020.

Data provided by Sustainalytics, November 2020.


https://images.transparencycdn.org/images/2018_GuideForWhistleblowingLegislation_EN.pdf
https://ecgi.global/code/russian-code-corporate-governance-2014
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WHY ENGAGE:
THE BUSINESS CASE FOR ACTION

Addressing these issues benefits companies™ (see The
advantages of whistleblowing for companies), resulting

in better performance and consequently, better returns
for institutional investors and their beneficiaries; while
safeguarding public goods such as trust in institutions and
helping to achieve the Sustainable Development Goals.’s

Effective whistleblowing mechanisms are a key feature of
good governance and anti-corruption systems, as well as

being reflective of a healthy corporate culture centred on
trust and responsiveness.

According to MSCl's ESG Research, the strength of an
issuer’s whistleblowing policy appears to correlate with

the strength of its overall corporate governance practices

— issuers that disclosed best-practice whistleblower
protections scored an average of 35% higher on a corporate
governance assessment than companies that disclosed no
evidence of whistleblower protections.>

However, companies and investors have often ignored the
role of whistleblowers in raising the alarm and protecting
value — for example, senior management at financial services
firm Wells Fargo dismissed employee reports on the use of
fake bank accounts to meet cross-selling quotas.™ Digital
payment provider Wirecard provides another example:

EY received a whistleblowing report on fraud at Wirecard
from one of its own employees in 2016 but mishandled the
subsequent investigation.””

Whistleblowing mechanisms can help support companies
to mitigate the risks associated with unethical or illegal
conduct, which if left unchallenged can lead to significant
corporate failures and loss of value.

A 2020 global study from the Association of Certified Fraud
Examiners revealed that 43% of the cases of occupational
fraud analysed were uncovered through tips-offs, whereas
only 15% were identified through internal audit and only 12%

THE ADVANTAGES OF WHISTLEBLOWING
FOR COMPANIES

i i P~ N
via a management review. l?l 1T
The COVID-19 crisis has further highlighted that
whistleblower reports are important for identifying and REDUCING AVOIDING LEGAL ISSUES

addressing malpractice, related to measures directly linked
to the pandemic (e.g. fraud in furlough schemes®) and across
other key ESG issues (e.g. illegal labour practices? and the
questionable treatment of whistleblowers?).

In addition to mitigating risk and protecting company value
and integrity, effective whistleblowing mechanisms can help
address systemic? issues, including detecting and preventing
bribery and corruption™ and bringing to light significant
cases of tax avoidance™, money laundering and human
rights violations.”

Protect (2020) Whistleblowers get reassurance against furlough fraud prosecutions

FINANCIAL LOSSES
DUE TO FRAUD

'

PREVENTING
REPUTATIONAL
DAMAGE

e

BUILDING A
RESPONSIBLE
CORPORATE CULTURE

THAT LEAD TO HEAVY
FINES AND PENALTIES

5Ja

RESPECTING HUMAN
RIGHTS OF ALL
STAKEHOLDERS

»

DRIVING BOARD AND
SENIOR MANAGEMENT
ACCOUNTABILITY

The Guardian (2020) Revealed: auditors raised minimum-wage red flags at Boohoo factories

Financial Times (2020) VP at Amazon Web Services resigns over whistleblower firings

O 00N O w

MSCl analysed 2,631 constituents of its ACWI Investable Markets Index (IMI). Data as of 29 September 2020.

Systemic issues are those that affect multiple companies, sectors, markets and/or economies. Impacts caused by one market participant can lead to consequences across the system,
including to the common economic, environmental and social assets on which returns and beneficiary interests depend. Universal owners and long-term investors in general are highly
exposed to systemic issues and have a limited ability to diversify away from them. They can (and should), however, influence such issues through responsible investment activities.

10 Financial Times (2017) LuxLeaks: Luxembourg’s response to an international tax scandal

11 The Independent (2016) Panama Papers: Whistleblower breaks silence to explain why they leaked the 11.5m files

12 Financial Times (2018) Danske: anatomy of a money laundering scandal

13 The final report of the Liechtenstein Initiative’s Financial Sector Commission on Modern Slavery and Human Trafficking outlines how tackling money laundering will help address
modern slavery and trafficking.

14 EuropeanCEO (2019) Whistle while you work: the benefits of corporate whistleblowing

15 Such as targets 16.4, 16.5 and 16.6 of SDG16 on Peace, justice and strong institutions.

16 Harvard Law School Forum on Corporate Governance (2019) The Wells Fargo Cross-Selling Scandal

17 Financial Times (2020) EY whistleblower warned of Wirecard fraud four years before collapse



https://acfepublic.s3-us-west-2.amazonaws.com/2020-Report-to-the-Nations.pdf
https://protect-advice.org.uk/whistleblowers-get-reassurance-against-furlough-fraud-prosecutions/
https://www.theguardian.com/business/2020/aug/28/revealed-auditors-raised-minimum-wage-red-flags-at-boohoo-factories
https://www.ft.com/content/ea6946d8-532e-4724-ada7-eebb887c8c43
https://www.ft.com/content/de228b90-3632-11e7-99bd-13beb0903fa3
https://www.independent.co.uk/news/world/politics/panama-papers-whistleblower-breaks-silence-explain-why-he-leaked-11-5m-files-a7017691.html
https://www.ft.com/content/519ad6ae-bcd8-11e8-94b2-17176fbf93f5
https://www.fastinitiative.org/wp-content/uploads/Blueprint-DIGITAL-3.pdf
https://www.europeanceo.com/business-and-management/whistle-while-you-work-the-benefits-of-corporate-whistleblowing/
https://sdgs.un.org/goals/goal16
https://corpgov.law.harvard.edu/2019/02/06/the-wells-fargo-cross-selling-scandal-2/
https://www.ft.com/content/3b9afceb-eaeb-4dc6-8a5e-b9bc0b16959d

RISK MANAGEMENT

Effective whistleblowing mechanisms can be a valuable
resource for risk management, protecting companies from
financial loss, legal liabilities and lasting reputational harm.
They allow companies to quickly identify and manage
misconduct and irregularities by employees and across the
supply chain. Whistleblowers are often also key actors in
developing solutions to address the issues identified, as they
tend to be experts in their respective areas.

A survey of over 5,000 companies in 99 territories found
that 47% of those organisations suffered economic crimes
and nearly half of the reported incidents - resulting in losses
of US$100m or more — were committed by insiders; while
further research showcases that whistleblowers exposed
43% of fraud incidents — making them more effective than
all other measures (corporate security, internal audits and
law enforcement) combined.

Not investigating concerns raised by whistleblowers in

a timely manner can have significant consequences. For
instance, EY was warned by a whistleblower about potential
fraud at Wirecard, and an attempt to bribe an EY employee,
four years before the company collapsed. As the auditor

did not properly investigate the allegations, it is now facing
backlash from investors and politicians and potential
lawsuits for the mishandling of the whistleblower reports.’®

Companies are also facing a rapidly changing regulatory
landscape that should inform their risk management
approach. Recent regulations have been put in place at
the regional and national level to protect and encourage
the reporting of illicit activities by employees in public

and private sectors. This includes the EU Whistleblowing
Directive, which member states are required to transpose
into national law by December 2021 (see Appendix B for
more details on whistleblowing regulations).

RESPECTING HUMAN RIGHTS

As highlighted in the PRI’s recent paper, Why and how
investors should act on human rights, investors and
businesses have a responsibility to respect human rights.
The European Court of Human Rights has applied Article 10
of the European Convention on Human Rights to defend the
right of whistleblowers in prominent legal cases, clarifying
that whistleblowing is in the public interest and is a tool for
exercising the right to free speech.”

18 Financial Times (2020) EY faces mounting backlash after Wirecard whistleblower revelation

19 Blueprint for Free Speech (2018) Why should the European Union protect whistleblowers?

Principle 29 of the United Nations Guiding Principles on
Business and Human Rights also outlines the importance
of effective grievance mechanisms?° and expectations
that “business enterprises should establish or participate
in effective operational-level grievance mechanisms

for individuals and communities who may be adversely
impacted”.

It is vital for companies to minimise harm to people

and negative outcomes, particularly as human rights
controversies can occur across all sectors, geographies and
sizes, from mining and apparel companies to technology
and financial firms - implementing strong whistleblower
protections, combined with human rights due diligence
provisions, can contribute to that.

Trillium Asset Management recently filed a shareholder
proposal for Alphabet’s 2020 Annual General Meeting
asking the company to issue a report evaluating its
whistleblower policies and practices and to assess the
feasibility of extending it to cover reports related to public
interest and human rights.>

“We see companies miss
opportunities to get ahead of human
rights violations and reputational
damage because they failed to

listen to whistleblowers — and in
doing so they make matters worse.
Through shareholder proposals and
dialogues, investors can help advance
improvements to whistleblower
protections which will benefit the
board, management, employees,
shareholders, and stakeholders.”

Jonas Kron, Trillium Asset Management

20 While both grievance and whistleblowing mechanisms enable stakeholders to raise concerns, the first term relates to reports from individuals who have experienced a direct impact;
whereas the second is broader in scope and allows for reports from individuals regardless of whether they are directly affected by an issue or not.

21 Vox (2019) Google employees say the company is punishing them for their activism



https://www.pwc.com/gx/en/forensics/gecs-2020/pdf/global-economic-crime-and-fraud-survey-2020.pdf
https://acfepublic.s3-us-west-2.amazonaws.com/2020-Report-to-the-Nations.pdf
https://acfepublic.s3-us-west-2.amazonaws.com/2020-Report-to-the-Nations.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019L1937
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019L1937
https://www.unpri.org/human-rights-and-labour-standards/why-and-how-investors-should-act-on-human-rights/6636.article
https://www.unpri.org/human-rights-and-labour-standards/why-and-how-investors-should-act-on-human-rights/6636.article
https://www.ft.com/content/8c87468f-67f9-4a5c-bfa9-37b561a50da0
https://www.changeofdirection.eu/assets/uploads/blueprint-Advocacy tool.pdf
https://www.vox.com/2019/4/23/18512542/google-employee-walkout-organizers-claim-retaliation
https://www.ohchr.org/documents/publications/GuidingprinciplesBusinesshr_en.pdf
https://www.ohchr.org/documents/publications/GuidingprinciplesBusinesshr_en.pdf

CORPORATE CULTURE

Investors can use the presence, and effective use, of
whistleblowing mechanisms as a key indicator to assess
organisational culture,? as they demonstrate a company’s
commitment to integrity and social responsibility.23

Industry research indicates that whistleblowing policies,
reinforced through clear and continuous communication
about whistleblowing’s importance, lead to an increased
level of trust within organisations.24

Evaluating the effectiveness of whistleblowing policies can
further help investors to assess if a culture of openness
(also known as a speak-up culture) exists and is embedded
within the company; for example, whether a company
publicly discloses relevant data on whistleblowing
incidents.?s

“Investors should ask companies
whether they can demonstrate that
their speak-up systems are working
effectively. Companies should be

able to demonstrate that they act on
reports and improve their culture as a
result.”

Tim Goodman, Federated Hermes

22 Legal and General Investment Management (2020) Understanding Corporate Culture

23 Transparency International Netherlands (2017) Whistleblowing frameworks

24 ACCA and ESRC (2016) Effective speak-up arrangements for whistleblowers

25 Financial Reporting Council (2016) Corporate Culture and the Role of Boards
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BUILDING A SPEAK-UP CULTURE
Wendy Addison, Founder and CEO, SpeakOut SpeakUp

Whilst a formal whistleblowing channel offers an
opportunity to report wrongdoing, it is only partially
effective, as it is sometimes employed too late — when
significant wrongdoing has already occurred. Additionally,
the act of whistleblowing arouses psychological

conflict, going against our innate need for loyalty and
cohesiveness.

In contrast, building a permanent, company-wide,
informal speak-up culture is a more effective and robust
avenue to mitigating unethical slippery slopes.

The following elements provide an indication that a

company has an environment in which people feel
comfortable to raise concerns — investors should assess if
these practices are present and encourage companies to
adopt them if they are not:

= Publicly highlighting good behaviours and affirming
shared values

Making visible how incidents of misconduct are dealt
with to demonstrate organisational justice, while
ensuring anonymity

Creating diverse teams to ensure that one social
identity is not dominant

Leadership behaviour - reducing power disparities,
soliciting opinions and responding appreciatively,
flattening hierarchies and building psychological
safety



https://www.lgim.com/landg-assets/lgim/_document-library/capabilities/understanding-corporate-culture-brochure.pdf
https://www.ft.com/content/8c87468f-67f9-4a5c-bfa9-37b561a50da0
https://www.transparency.nl/wp-content/uploads/2017/12/Whistleblowing-Frameworks-TI-NL-final-report-13-12-2017.pdf
https://www.changeofdirection.eu/assets/uploads/blueprint-Advocacy tool.pdf
https://www.accaglobal.com/uk/en/technical-activities/technical-resources-search/2016/may/effective-speak-up-arrangements-for-whistle-blowers1.html
https://www.frc.org.uk/getattachment/3851b9c5-92d3-4695-aeb2-87c9052dc8c1/Corporate-Culture-and-the-Role-of-Boards-Report-of-Observations.pdf
http://www.speakout-speakup.org/

HOW TO ENGAGE:
FOCUS AREAS

To help guide investor stewardship focused on
whistleblowing, this section explores what investors should
expect from companies, and provides examples of good
practice and red flags under the following headings:

= Governance and oversight
= Policies and commitments
= Systems and processes

GOVERNANCE AND OVERSIGHT

BOARD OVERSIGHT

Company boards have a crucial role in creating speak-up
cultures and should be accountable for implementing and
overseeing whistleblowing mechanisms, as recommended
by the International Corporate Governance Network. A
Financial Reporting Council report on culture highlights
that boards can assess how well a company’s speak-up
culture is embedded by measuring the effectiveness of its
whistleblowing policy.

A board should receive regular reports on its company’s
whistleblowing system. In addition, it should clearly
understand the steps taken to resolve issues raised through
whistleblowing mechanisms2® and communicate how
information received is integrated into the company’s risk
management strategy.

TONE FROM THE TOP

Having buy-in from across a company’s senior leadership and
setting the right tone are key for enhancing the credibility of
whistleblowing mechanisms. A company’s senior leadership
should promote whistleblowing policies and mechanisms
inside the organisation and publicly, to ensure the message
reaches a wide audience, particularly when operating in
several regions which are likely to have different approaches
to implementing a speak-up culture. Additionally, senior
management and board directors should be available and
approachable and behave in a way that encourages workers
to speak up.

INFORMATION FLOW

Organisations need to provide the board and decision
makers with the right information regarding whistleblowing
incidents, so that meaningful results can be achieved.
Investors should assess how well information flows
between the departments responsible for implementing
and monitoring whistleblowing mechanisms, such as human
resources, compliance, senior management and audit and
risk committees. This should include how they monitor the
quality and integrity of that information and determine the
appropriate solution for any cases raised.

26 Freshfields Bruckhaus Deringer LLP (2020) Corporate Culture: Emerging trends and international best practice
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PERFORMANCE INDICATORS

Companies should use performance indicators to monitor
important aspects of the whistleblowing process, including,
for example, the volume of cases handled, the number of
cases pending and how long they were investigated, the
average time for resolution, conclusions reached and actions
taken.?” The board and executive management can use these
to assess the effectiveness of whistleblowing systems and
make decisions on potential focus areas and the allocation
of resources.

GOOD PRACTICE

BOARD MEMBER WHISTLEBLOWING CHAMPION

The UK'’s Financial Conduct Authority (FCA) requires
companies to have a whistleblower champion - one
manager or director who will be responsible “for
ensuring and overseeing the integrity, independence and
effectiveness of the firm’s policies and procedures on
whistleblowing, including those policies and procedures
intended to protect whistleblowers from being victimised
because they have disclosed reportable concerns.”2® (See
Appendix B for more details).

The regulator also requires that the whistleblower
champion:

1. “should have a level of authority and independence
within the firm and access to resources (including
access to independent legal advice and training) and
information sufficient to enable [them] to carry out
that responsibility;

2. need not have a day-to-day operational role handling
disclosure from whistleblowers; and

3. may be based anywhere provided [they] can perform
[their] function effectively.”

27 Transparency International Netherlands (2017) Whistleblowing frameworks

28 See the FCA's chapter on whistleblowing in its handbook of rules and guidance

29 Financial Times (2017) Barclays chief censured for attempt to identify whistleblower
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INAPPROPRIATE RESPONSE BY SENIOR
MANAGEMENT

Not having appropriate escalation systems in place,

or senior management being ill-prepared to handle
whistleblowing reports, can lead to reputational and
financial consequences, as demonstrated by an incident
at Barclays, a British investment bank and financial
services company.

In 2016, the bank’s board members received an
anonymous letter expressing concern over the conduct of
a senior bank employee who had recently been hired. The
bank’s CEOQ, Jes Staley, then asked the Group Information
Security Department to identify the complainant because
he considered it “an unfair personal attack” on the
reported employee.?®

Barclays and Staley faced censure - including a US$15m
fine by the New York regulator - for their attempt to
track down the whistleblower and have been subject to
special requirements such as reporting annually to the UK
regulators on the bank’s handling of whistleblowing.3°

30 See The Guardian (2020) Barclays hit with $15m fine over attempts to unmask whistleblower and the FCA (2018) FCA and PRA jointly fine Mr James Staley £642,430 and announce

special requirements regarding whistleblowing systems and controls at Barclays.



https://www.transparency.nl/wp-content/uploads/2017/12/Whistleblowing-Frameworks-TI-NL-final-report-13-12-2017.pdf
https://www.ft.com/content/8c87468f-67f9-4a5c-bfa9-37b561a50da0
https://www.handbook.fca.org.uk/handbook/SYSC/18.pdf
https://www.changeofdirection.eu/assets/uploads/blueprint-Advocacy tool.pdf
https://www.ft.com/content/155df86c-1db8-11e7-b7d3-163f5a7f229c
https://www.theguardian.com/business/2018/dec/18/barclays-hit-with-15m-fine-over-attempts-to-unmask-whistleblower
https://www.fca.org.uk/news/press-releases/fca-and-pra-jointly-fine-mr-james-staley-announce-special-requirements
https://www.fca.org.uk/news/press-releases/fca-and-pra-jointly-fine-mr-james-staley-announce-special-requirements

POLICIES AND COMMITMENTS

DEVELOPING A POLICY

Developing and publishing a clear whistleblowing policy is
crucial to defining and ensuring a company’s commitment.
Either as a standalone document, or as part of a broader
code of conduct, the policy should establish what is
acceptable conduct and relate to a company’s values.>

Research by ACSI found that 81% of companies listed on the
ASX200 mention whistleblowing in their code of conduct,
while 30% have a separate document, for example.

Companies should ensure all employees, collaborators and
partners are aware of the policy and its scope. Furthermore,
it should make provisions — at all company levels — for the
reflection, discussion and awareness of the grey areas that
may permeate the organisation’s day-to-day activities,
including interactions with suppliers, the local community
and other stakeholders.

Companies should make their policies easily accessible

on websites and publish information on the governance,
monitoring and implementation of their whistleblowing
systems in publicly available communication, such as annual,
corporate social responsibility or sustainability reports.

COMMITMENT TO NON-RETALIATION

An adequate policy protecting whistleblowers must provide
immunity from any form of retaliation — direct or veiled

—in the workplace.3? It should also strictly prohibit any
intimidation or retaliation against anyone who assists in the
investigation of any complaints.33

Rather than placing the onus on whistleblowers, some
countries have adopted a reverse burden of proof,
whereby the law requires the employer to prove that the
whistleblower was treated fairly and that no retaliatory
action was taken.34

“Companies should ensure that
appropriate disciplinary action is
taken against anyone found to

have penalised a worker for having
reported wrongdoing or refusing to
engage in it”

Stephanie Casey, Transparency International Ireland

MOTIVATION

Some regulations, such as the United Nations Convention
Against Corruption or the Inter-American Convention
Against Corruption, require that a whistleblower acts in
good faith — with a predominantly honest motive — in order
to be protected.

However, recent regulations have removed that
requirement, establishing that whistleblowers should be
protected regardless of their motivation to make a report
(see Appendix B for more detail). As such, investors
should ensure that companies are committed to protecting
whistleblowers regardless of their motivations, so that
disclosures are not discouraged.

“Too often, company policies stipulate
that staff must be acting in ‘good
faith.” Such messaging can cause
staff to delay reporting suspicions
of wrongdoing for fear of being
perceived as having [an] ulterior
motive. Investors should make sure
organisations remove any cause for
hesitation in speaking up, before it
is too late to avoid harm or lasting
damage.”

Ida Nowers, Whistleblowing International Network

31 United Kingdom Government Department for Business Innovation & Skills (2015) Whistleblowing: Guidance for Employers and Code of Practice

32 Retaliation may manifest as (but is not limited to) disciplinary measures, dismissal, punitive transfers, reduction of remuneration or benefits, restriction of access to training
opportunities or career advancement, reduced workload or assignment to perform painful or minor tasks, or against any form of harassment or discriminatory treatment, including the

threat of such acts.
33 Council of Europe (2014) Protection of Whistleblowers

34 OECD (2016) Committing to effective whistleblowing protection
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CONFIDENTIALITY

Whistleblowing policies should respect confidentiality, as
building trust and ensuring that employees feel comfortable
raising issues is paramount to successful implementation.

Employees should also be able to raise concerns, even when
bound by a non-disclosure agreement (NDA), loyalty or
confidentiality clause.3> The EU Whistleblowing Directive
clarifies that such clauses and agreements will be void if it

is necessary to provide confidential information to reveal a
breach.

SCOPE AND TYPES OF CONCERNS

One of the challenges companies face in developing a
whistleblowing policy relates to the different types of
concerns that can be raised. In most cases, whistleblowing
is associated with corruption and fraud, or even health and
safety concerns. Company policies should make clear that
employees can raise concerns for several other topics, such
as discrimination, harassment or environmental damage.

REPORTING TO OUTSIDE BODIES

Company policies should also make clear to employees

that they can report wrongdoing to an outside body. While
internal reporting is desirable in the first instance, a policy
on reporting channels should highlight that it is preferable to
raise a matter with the appropriate regulator than not at all,
to inspire a culture of openness and confidence.
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“Investors should make sure that
there aren’t any barriers to employees
reporting to accountable bodies. Even
when the ability to report externally

is clearly advertised to staff, people
typically do not choose to report
directly outside of their companies. In
fact, giving staff this option increases
employees’ trust and confidence in
the organisation.”

Anna Myers, Whistleblowing International Network

GOOD PRACTICE

COMPANY WHISTLEBLOWING POLICY

Colgate-Palmolive, an American multinational consumer
products company, has a detailed speak-up section in its
Code of Conduct, which provides:

= information on the reporting channels available;
= acommitment to non-retaliation;

= adiagram on how a report is managed and the
possible outcomes from that.

It also clarifies the scope of these channels by explaining
where examples of cases might be reported (e.g. human

resources or compliance).

35 Anemployer might use an NDA, also known as a confidentiality clause, to stop an employee from sharing information. It is a written agreement and can be part of an employment
contract or a settlement agreement. An employer and employee might agree to an NDA when someone starts a new job, to protect company secrets or after a dispute, to keep details

confidential. See www.acas.org.uk/non-disclosure-agreements for further information.
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SYSTEMS AND PROCESSES

Having whistleblowing systems in place is essential for
companies of every size and should not only be considered a
requirement for larger organisations; the EU Whistleblowing

Directive requires companies with more than 50 employees
or with an annual turnover of €1om to implement internal
reporting channels (for more information, see Appendix B).

REPORTING CHANNELS

Companies can adopt a wide range of reporting channels,
for example, creating a toll-free telephone number for
people to communicate their concerns, setting up dedicated
e-mail accounts or links, appointing a dedicated contact
(potentially within their compliance team), or even by using
third-party service providers. A study from the Association
of Certified Fraud Examiners indicated that fraud losses
were 50% lower at organisations with hotlines than at
those without. Regardless of the type of reporting channels
employed by a company, investors should consider if they
include certain common characteristics (see Reporting
channel standards below).

THE ABSENCE OF REPORTING CHANNELS

The absence of reporting channels, such as a confidential
phone line, should be viewed as a red flag. Indeed,
arecent OECD study on corporate anti-corruption
measures found that 13% of the businesses analysed do
not provide such measures, indicating that it is not yet

standard practice to do so.

LOW OR HIGH REPORT NUMBERS

Investors should not assume that the number of reports
a company receives through its whistleblowing channels
in a given year are a reflection of their effectiveness,
particularly if taken out of context. Having few or no
complaints may be a cause for concern, indicating that
the whistleblowing systems are inefficient or that the
reporting process is not trusted.3” Equally, a high number
of reports (especially relative to peers) should trigger
further engagement with investee companies.

REPORTING CHANNEL STANDARDS

o \"4

ANONYMITY AND AVAILABILITY

CONFIDENTIALITY At least one of the channels
Anonymity should always be offered must be available

offered to whistleblowers who do constantly and continuously (24
not wish to identify themselves. hours a day, 7 days a week, 365
Companies should be able to days a year) to allow users to
highlight the security measures communicate concerns when they
put in place - such as how they feel it is comfortable or pertinent
will avoid information leakage to do so.

or a privacy notice clarifying

how data will be processed

(whistleblowing channels are

subject to General Data Protection

Regulation rules and fines) — to

provide full confidence to potential

whistleblowers.

<

LANGUAGE

Support in several languages is
an important element of effective
speak-up arrangements.>®
Whistleblowers should have the
option to make complaints in
their preferred language, or - as
a minimum - in the languages of
any regions where the company
employs staff.

((i))

COVERAGE

Reporting channels should be
available to all direct employees,
but also contractors and partners.
Companies should also be able to
assess whether awareness and
training is provided across their
supply chains - similar policies
and systems should be applied
throughout, and appropriate
channels should be available.

36 ACCA and ESRC (2016) Effective speak-up arrangements for whistleblowers

37 Freshfields Bruckhaus Deringer (2020) Corporate Culture: Emerging trends and international best practice
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INTERNAL INVESTIGATION PROCESS
External reporting channels do not replace the employer’s

obligation to ultimately deal with the complaint and provide
a proper solution. Companies allocate the responsibility for

receiving complaints and investigating reports to different
departments, depending on their size and culture.

WHISTLEBLOWING: ENGAGING WITH INVESTEE COMPANIES | 2020

For example, in large firms it is common for this
responsibility to lie with the compliance department while
in smaller companies it lies with the human resources
department. Irrespective of the set-up that may be
suitable for each company, investors should consider if
the investigation process has certain key features (see
Investigation process features below).

INVESTIGATION PROCESS FEATURES

0 1

TRANSPARENCY INDEPENDENCE

>3

FOLLOW-UP AND FEEDBACK

Companies should provide full transparency
around the investigation process — which
function is tasked with investigating
concerns raised, making recommendations
for further action and reporting on progress
to the complainant and other departments.
They should provide clear information on
these actions, and regularly assess whether

The investigation of concerns should be
conducted by an individual in the organisation
that is not connected with the incident
reported, to avoid bottlenecks and conflicts of
interest, while external independent advice can
also complement the investigation process.?®
When complaints are raised involving the
leadership of the company, an independent
board committee should be established to

To help build credibility and trust in the
efficiency of the investigation process,

it is essential that employees who raise
concerns receive an appropriate response.
Whistleblowers should be able to monitor

the status of their complaints and receive
appropriate feedback from the organisation
throughout and at the end of the investigation

appropriate resources have been made
available. Companies should also ensure that
the professional or team responsible for these
processes is wholly dedicated to them, or has
sufficient time to carry them out, to guarantee
that the reports will be given the necessary
attention.

process, regardless of the outcome.

enable a conflict-free assessment.

GOOD PRACTICE

DATA ON REPORTS RECEIVED

Eni is an Italian multinational oil and gas company

that has faced several corruption allegations in the

last few years.?° Each year, it discloses the number of
whistleblowing reports received, based on the area

(e.g. human resources, procurement) or potential
human rights violation (e.g. workers’ rights, impacts

on workplace health and safety, impacts on local
communities) they relate to. The company also indicates
the outcome of its investigations by the actions taken.4°

38 ACCA and ESRC (2016) Effective speak-up arrangements for whistleblowers

“Transparency on why and how
whistleblowing mechanisms and
processes have been established
helps assess whether these are in
place to tick a box, or because these
mechanisms are of fundamental
importance to the company. Existence
of controversies and low willingness
to elaborate and disclose [those] to
investors remain crucial red flags.”

Sondre Myge Haugland, Skagen Funds

39 Wall Street Journal (2020) Italian Oil Giant Eni Forfeits $24.5 Million to Resolve Bribery Probe

40 More detail can be found on ENI's Management of whistleblowing reports webpage.
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COMMUNICATION AND TRAINING

Companies must disseminate information around
whistleblowing mechanisms to all employees. According

to a global survey conducted by Freshfields Bruckhaus
Deringer, a quarter of respondents said that although their
organisation had a whistleblowing procedure, it had not
been publicised - clearly indicating that companies could do
a better job in promoting these arrangements.

Targeted campaigns adapted for different regions can
showcase how to access the right channels and make a
report. Communicating internally in a positive way, for
example by highlighting improvements made as a result of
concerns raised, can be a useful tool to improve confidence
in reporting mechanisms and foster a safe environment to
raise concerns.

Training is a key aspect of efficient whistleblowing
mechanisms - having policies and processes in place
does not guarantee that they will be used. Companies
should provide formal training programmes to leadership,
employees and third parties, covering what types of
concerns can be raised, the means and channels to do

so, and the level of information required to enable an
investigation.

Individuals with managerial responsibilities should also
receive training on how to respond to concerns and what
steps should be taken to escalate them appropriately. That
is already a requirement for companies regulated by the
FCA and the Prudential Regulation Authority in the United
Kingdom.#

Whistleblowers should be adequately supported by
managers. They should also feel listened to if they choose
to flag an issue to a direct supervisor instead of using a
hotline - as 28% of employees do, according to a study by
the Association of Certified Fraud Examiners, compared to
14% who turn to the fraud investigation team and 12% who
report to an internal audit team.

41 See chapter 18 on Whistleblowing in the Handbook of rules and guidance

GOOD PRACTICE

ISO 37002

The International Organisation for Standardisation

is developing voluntary guidelines on whistleblowing
management systems, which are scheduled to

be published in 2021. ISO 37002 will be based on

the principles of trust, impartiality and protection,
and will provide guidance on the development

and implementation of effective and responsive
whistleblowing systems. The standards — applicable to
public and private organisations of all sizes and in all
sectors — will also cover the evaluation, maintenance
and improvement of such systems, aiming to bring
more credibility and structure to systems for handling
complaints.

LACK OF TRAINING ON REPORTING

Training employees on the use of whistleblowing
systems can be crucial for detecting wrongdoing, and the
absence of training should be considered a red flag by
investors. The Association of Certified Fraud Examiners
found that training increases the likelihood of fraud
detection through the use of reporting mechanisms -
48% of cases were discovered through whistleblowing
channels compared to 36% when training was not given.
Additionally, reports are more likely to be submitted
through mechanisms that employees have been trained
to use — 56% compared to 37% where training on a
reporting channel was not provided.
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DISCLOSURE EXPECTATIONS AND
ENGAGEMENT QUESTIONS

Public disclosure around whistleblowing, or a lack thereof, Further engagement should be considered necessary

can provide valuable insights into a company’s speak- when public disclosure does not provide enough evidence
up culture. Based on our research and interviews with or comfort around the adoption and implementation of

a range of stakeholders and experts, we outline a set of whistleblowing arrangements, such as not having a policy,
disclosure expectations to help investors assess companies’ not guaranteeing anonymity, not making a commitment
whistleblowing mechanismes. against retaliation or having few or no reports with no

additional context.
These cover basic elements, such as having a publicly

available whistleblowing policy, and more ambitious In addition, further engagement could be triggered when

aspects, such as disclosure of performance indicators on other red flags are identified — for example, controversies

whistleblowing, across the following areas: related to whistleblowers or a lack of disclosure on board
oversight.

= Governance and oversight
= Policies and commitments
= Systems and processes

To support investors in their engagement efforts, we have
outlined a menu of potential questions for each theme
that can be directed at the board members and senior

. . o management of investee companies as applicable.
Disclosure is only part of the puzzle and insights on actual

implementation might be hard to gain by relying only on The quality of the answers provided to these questions can
publicly available information. Investors should therefore enable investors to identify areas where they should push
be mindful of the context and data provided by a company. for improvements on whistleblowing mechanisms, while
They should also be aware of language which shows that challenging the board and senior management to encourage
the company is focused on building a healthy culture and companies to adopt better practices and more ambitious
speak-up environment (rather than having a narrow focus on agendas.
compliance).

DISCLOSURE EXPECTATIONS QUESTIONS FOR FURTHER ENGAGEMENT

GOVERNANCE AND OVERSIGHT

= Disclosure of board-level accountability for oversight of | = In the last few years, has the board been made aware

whistleblowing. of ethical violations within the organisation?

= Regular board review of whistleblowing mechanisms = What is the role of senior management, including the
and their effectiveness. CEOQ, in shaping a speak-up culture?

= Information on regular reports of whistleblowing data = When was the last time that the board reviewed the
received by senior management and the board. Reports company’s whistleblowing mechanisms and what
should include: actions were taken?
= the type of issues raised; = How does the assessment of whistleblowing

performance indicators inform the company’s risk

= where they arise;
management strategy?

= how they are resolved; and

= the number of warnings or dismissals associated
with the complaint.
= Information on complaints that have been or may
be communicated to the board directly (i.e. at a
disaggregated level).

= Disclosure of performance indicators on
whistleblowing.



DISCLOSURE EXPECTATIONS

QUESTIONS FOR FURTHER ENGAGEMENT

POLICIES AND COMMITMENTS

A publicly available whistleblowing policy as a
standalone document or in the code of conduct / code
of ethics.

A commitment to protect whistleblowers from
retaliation.

Mechanisms for protection/non-retaliation
for whistleblowers, independent of good-faith
considerations.

Comprehensive information on the scope of policies:
= the type of reports that can be made;

= by whom;and

= inrespect of what.

What are the actions/mechanisms in place to foster a
speak-up culture?

What was the rationale for the implementation of
whistleblowing mechanisms?

How are employees assured that they will not suffer
any reprisals for raising a concern?

How are employees made aware of the scope of the
policy?

Do you have remediation policies for reporters who
suffer reprisals or other detrimental impacts? Could
you provide an example of this being applied?

SYSTEMS AND PROCESSES

Disclosure of whistleblowing channels employed by
the company and, where applicable, the role of an
independent third party.

Confirmation that reporting channels offer anonymity
and confidentiality, multiple access points, multi-lingual
capabilities and 24/7 availability.

Assurance that all relevant parties (including
contractors and suppliers) can use the channels.

Disclosure of the party responsible for receiving and
managing the reports (i.e. department or function in
charge of the investigation process).

An overview of how the escalation process works and
information on whether there is a different procedure
for reports involving senior executives and board
members.

Publicly available information on the number of reports
received, types/areas of concerns reported and
outcomes - including whether issues raised have been
resolved or are still under investigation.

Disclosure of the feedback process for whistleblowers.

The existence of formal training programmes, including
information on:

= their communication, dissemination and review;
= their uptake; and

= specific training for those in managerial positions
to receive complaints.

Do you expect the same level of effectiveness in
whistleblowing processes across multiple jurisdictions
where you operate? If not, what are the differentiating
factors and how do you plan to remedy this?

Do the people tasked with managing incoming reports
have the authority and resources to do so?

Have you ever had a report made to a regulator/
external body and how was this addressed?

How long does an average investigation last? Can you
provide examples?

Has the company ever taken disciplinary action
against anyone found to have retaliated against a
whistleblower?

[When the company has operations in several regions]
How are the cultural differences integrated into training
programmes?

Does the company use the outcomes of whistleblowing
reports as a learning tool and, if yes, how does that
feed into training?
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NEXT STEPS FOR INVESTORS

To successfully undertake stewardship activities on
whistleblowing, investors should start by:

= defining minimum expectations for investee companies
globally, as well as further expectations by region,
sector and size;

= establishing a set of red flags that would trigger further
engagement; and

= where necessary, requesting expanded data sets
from ESG research providers covering performance
indicators on whistleblowing, with appropriate
assessment and weighting.

Investors should also form a clear escalation strategy,
reflected in voting principles and actions, which they can
then communicate to investee companies. For example,
voting principles could indicate a requirement that all
companies should have a publicly available whistleblowing
policy, meeting a set of minimum requirements. If there is
no such whistleblowing policy and the company has not
engaged or made progress within one year of engagement,
investors should vote against the relevant board director
(e.g. the chair of the audit and risk committee).

Finally, to ensure that whistleblower protections are
embedded into regulation and that there are clear
frameworks for companies to follow, investors should also
consider engaging with policy makers.4?

42 For example, investors could engage with policy makers to encourage a swift transposition of the EU Directive into national legislation, in order to support increased and effective

implementation of whistleblowing protections.



APPENDIX A: EXAMPLES OF INVESTOR
STEWARDSHIP ON WHISTLEBLOWING

It is clear from our discussions with participants that a limited number of investors currently engage on corporate
whistleblowing mechanisms. However, some examples are emerging — we hope these will encourage peer discussion on how
to effectively engage with companies, and ultimately, lead to more engagements.

2{0]):]e(o]

Independent whistleblowing mechanisms in the banking sector
We have been engaging with banks since 2017 to improve their risk governance and culture, by asking them to:

m  provide staff with access to an independent whistleblower mechanism;
= have clear disciplinary actions in the event of misconduct; and
= be transparent about the number of incidents logged and resolved through the process.

We found that all banks in the engagement group have whistleblower mechanisms in place, but only a minority were
transparent about the incidents being logged.

To demonstrate independence, we found that banks preferred the mechanism to be managed by an external party, but
not all companies could provide evidence of an independent process. This was especially evident in one engagement case,
where a bank’s senior executive attempted to identify a whistleblower in the organisation. This incident gave companies in
the group the necessary impetus to review and improve their whistleblowing processes, including discussing these more
openly with us and other investors.

PREVI - CAIXA DE PREVIDENCIA DOS FUNCIONARIOS DO BANCO DO BRASIL

Integrity programmes in Brazilian companies

Our responsible investment strategy defines integrity (anti-corruption) as a specific pillar to be considered alongside
environmental, social and governance factors when investing in any asset class.

Alongside other Brazilian PRI signatories, we are engaging companies on anti-corruption, to:

= jdentify best practices in how Brazilian companies implement their integrity programmes;
= improve the performance of participating companies; and
= promote better market standards.

To prepare for the engagement, we developed a questionnaire to use during interviews with selected companies. It
includes a dedicated section on the existence and operation of whistleblowing channels, as information obtained via these
channels can help identify critical risks faced by companies.

Questions include:

Is it possible for employees to make whistleblowing reports anonymously?
Are whistleblowing reports received and managed by an independent third party?
How are the reports received?

Does the company have procedures for addressing irregularities promptly?
Are there mechanisms to ensure whistleblowers who act in good faith are protected/don’t face retaliation?

Is the whistleblowing process independent at all stages (receiving and analysing reports, investigating allegations and
applying penalties)?

While the engagement is ongoing, the interviews so far have helped identify some best practices, such as the use of third
parties to provide additional protections for whistleblower anonymity.
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Supporting whistleblowing in South Africa

South Africa has seen an increased prevalence of corporate governance failures, non-compliance, corruption and fraud
in recent times. As an asset manager, we cannot ignore the impact that poor governance practices (including fraud and
corruption) have on the long-term sustainable performance of companies, which ultimately affects our clients’ pension
fund returns.

A key element in exposing and ultimately convicting those guilty of corruption is the role of whistleblowers and any
measures intended to deal with corruption must include appropriate protections for them.

In 2016, we started engaging with six South African State-Owned Enterprises (SOEs) on several governance issues,
including concerns related to the protection of whistleblowers. We publicly announced that we would suspend all new
funding to them until we concluded our due diligence reviews.

During our reviews, we found that although South Africa has regulations in place concerning whistleblowers, the SOEs
demonstrated several red flags, including not always having confidential whistleblowing mechanisms in place, lacking
whistleblower protections and having poor reporting lines, where an Internal Audit department reported to the Chief
Financial Officer, for example.

Based on our findings, we recommended that the SOE boards established social and ethics committees to support SOEs
in applying codes of ethics throughout their organisations, and to monitor compliance with applicable policies, such as
fraud detection and management, and whistleblowing.




APPENDIX B: REGULATORY LANDSCAPE
AND RECENT LEGISLATION

Corporate scandals at the beginning of the century, such as
Enron43 and WorldCom#44, led to the establishment of laws

to protect and encourage the reporting of illicit activities

within the scope of public and private-sector employment
relationships.

While these laws were initially often focused on financial
services, amended or new regulations have broadened the
scope across the sectors applicable, the types of people

that can raise concerns and the types of reports that can be

made, thus expanding the protection of whistleblowers.

Many instruments are sector agnostic, and companies must
have whistleblowing mechanisms in place when they have
more than a certain number of employees.

In addition to the actions of individual governments

and regional blocs such as the EU (see Table 1 below),
governments are increasingly working together to set
expectations of how organisations should handle complaints
and highlight the societal benefits of having proper
mechanisms in place.

REGION |

introduced several changes:45

AUSTRALIA including journalists and politicians.

made in good faith.

G20 leaders have also identified the protection of
whistleblowers as a priority area in their global anti-
corruption agenda. As a result, a study conducted by

the OECD described the main features of whistleblower
protection frameworks in place in G20 countries and
provided guiding principles and best practices to support
the group in strengthening whistleblower protections.

The establishment of regulation mandating the protection
of whistleblowers is critical, as many companies only seek
to make a reporting channel feasible when they have a legal
requirement to do so. Regulations also hold companies to
account and reduce the burden on individuals to prove they
have acted correctly.

LEGISLATION

The 2001 Corporations Act consolidated the whistleblower protection regime for Australia’s corporate
sectors. In 2019, the Treasury Laws Amendment (enhancing Whistleblower Protections) Act

= Broader eligibility: more people are eligible to be whistleblowers and recipients of disclosures,
= Stronger protections: whistleblowers will be protected regardless of whether the reports were

= Broader scope: concerns can go beyond criminal breaches, including breaches of tax law.
= Stronger enforcement power: new penalties for employers who breach these protections.

BRAZIL

The Anticrime Law (12.964/2019) provides a set of protections and incentives to whistleblowers
reporting criminal activity and administrative misconduct — Brazil did not previously have a legislative
framework covering whistleblower protection.4¢ Protections include confidentiality, protection against
retaliation, and immunity from civil and criminal liability. The law also offers a monetary reward to
whistleblowers: 5% of what the government recovers from a case.

The law applies to reports concerning public corruption and fraud related to government procurement
and contracts, government-owned companies, and government-funded programs, and to criminal
activities and administrative misconduct harming what the law identifies as public interest.

43 The Guardian (2002) How auditor found $4bn black hole
44 CFO (2008) WorldCom Whistle-blower Cynthia Cooper
45 Norton Rose Fulbright (2019) A new era for Whistleblowers in Australia

46 Ana Paula Barcellos (2020) An introduction to Brazil's new whistleblower protection law
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https://www.cfo.com/human-capital-careers/2008/02/worldcom-whistle-blower-cynthia-cooper/
https://www.nortonrosefulbright.com/en/knowledge/publications/63b0f230/update-on-new-whistleblower-protection-laws-in-australia
https://compliancecosmos.org/introduction-brazils-new-whistleblower-protection-law#:~:text=2019%20(Anticrime%20Law)%2C%20now,criminal%20activity%20and%20administrative%20misconduct.&text=But%20it%20also%20applies%2C%20more,identifies%20as%20%E2%80%9Cpublic%20interest.%E2%80%9D

REGION

CHILE
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LEGISLATION

Since 2009 companies are required to have effective reporting channels and must report to the
Chilean financial regulator (La Comisién del Mercado Financiero) on how they are complying with
corporate governance best practices.4

A recent report by PwC and ESE Business School de la Universidad de los Andes found that 96%

of the companies analysed have implemented a formal procedure for staff to raise concerns,
including allowing anonymous reporting. Nevertheless, there have been challenges in implementing
this mechanism - a 2017 study from BH Compliance found that 97% of Chilean companies have

not received any complaints, primarily due to a lack of incentive to report misconduct, as well as
unfamiliarity with the reporting mechanisms and potential distrust of the investigation procedures.4®

CHINA

In 2019 the Chinese government issued national guidance on a whistleblowing system49, including a
mechanism to reward and protect those who report serious violations of laws/regulation and major
risks. The financial regulator also announced interim provisions to encourage whistleblowers to report
any activities that violate market supervision laws and regulations.5°

EUROPE

In 2019, the EU adopted the Whistleblowing Directive to establish protections for whistleblowers
and obligations for companies. Member states are required to transpose this into national law by
December 2021.

The Directive requires the creation of secure channels for complaints within organisations - private or
public — and to public authorities. It also provides whistleblowers with a high level of protection against
retaliation, and national authorities will need to adequately inform citizens of the requirements and
provide training to public officials on how to deal with complaints. The new rules have a broad scope
and will cover reports on breaches of laws in areas such as public procurement, financial services,
public health and consumer protection. Those protected by the new rules include anyone who could
acquire information on breaches in a work-related context. e.g. employees, including civil servants at
national/local level, volunteers and trainees, non-executive members and shareholders>

The main requirements include:

= the creation of internal whistleblowing channels in companies with more than 50 workers;

= establishing a reporting channel hierarchy, with whistleblowers encouraged to use their
organisation’s internal channels before resorting to external channels that public authorities will
have to create;

= whistleblower support and protection measures; and
= an obligation to provide information to authorities and companies.

JAPAN

The Whistleblower Protection Act was established in 2004. It was amended in 2020 to broaden the
scope of whistleblower protections and ensure proper whistleblower systems within businesses.5?

The Tokyo Stock Exchange Corporate Governance Code, revised in 2018, requires companies to
establish whistleblowing frameworks that allow employees to report misconduct and concerns
without fear of retaliation. It also requires that boards should be responsible for implementing and
overseeing this framework and that there should be a point of contact that is independent from the

management, such as a panel of outside directors.

47 Superintendencia Valores y Seguros (2015), Normal de Caracter General n. 385

48 Economiay Negocios (2019) 97% de las empresas en Chile no recibe denuncias por corrupcién, a pesar de tener canales para ello
49 The State Council of the People’s Republic of China (2019), The Guiding Opinions on Strengthening and Regulating the Government’s Supervisory Management During and After an

Event

50 Chinese State Administration for Market Regulation (2019), Order of the State Administration for Market Regulation

51 European Council (2019), Better protection of whistleblowers: new EU-wide rules to kick in in 2021

52 Consumer Affairs Agency, Government of Japan (2020), Amendment to Whistleblower Protection Act
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https://www.jpx.co.jp/english/news/1020/b5b4pj000000jvxr-att/20180602_en.pdf
https://www.svs.cl/normativa/ncg_385_2015.pdf
https://www.theguardian.com/business/2002/jun/28/corporatefraud.worldcom
http://www.economiaynegocios.cl/noticias/noticias.asp?id=398870
http://www.gov.cn/zhengce/content/2019-09/12/content_5429462.htm
http://www.gov.cn/zhengce/content/2019-09/12/content_5429462.htm
http://gkml.samr.gov.cn/nsjg/fgs/201912/t20191202_308963.html
https://www.consilium.europa.eu/en/press/press-releases/2019/10/07/better-protection-of-whistle-blowers-new-eu-wide-rules-to-kick-in-in-2021/
https://www.caa.go.jp/en/policy/consumer_system/assets/consumer_system_200714_0001.pdf

REGION

UK

LEGISLATION

Whistleblowing is regulated by the Public Interest Disclosure Act — PIDA (1998), the Employment
Rights Act - ERA (1996) and the Enterprise and Regulatory Reform Act - ERRA (2013). ERRA
extended protection to whistleblowers, independent of good faith, and broadened the scope of
protection to workers.

The Financial Conduct Authority and the Prudential Regulation Authority, which regulate financial
services firms and financial markets in the United Kingdom, have also established rules on
whistleblowing policies and procedures. These are applicable to deposit-takers (banks, building
societies, credit unions) with over £250m in assets, and to insurers subject to the Solvency Il directive
in the UK. They are also to be used as non-binding guidance for other regulated firms.

us

The first legislation covering whistleblowing in the US (the Civil Service Reform Act) was adopted
in 1978 and was strengthened through the 2012 the Whistleblower Protection Act. Specific sector-
level rules also protect whistleblowers, established through the Clean Air Act and the Food and
Administration Modernization Act.

The US also provides the most substantial monetary awards to whistleblowers. Among the federal
laws with whistleblower protection provisions that include monetary awards are:s3

= The False Claims Act, referring to fraud and gross loss of public resources: Under this provision,
whistleblowers can be rewarded for confidentially disclosing fraud that results in a financial loss to
the federal government.

= The Securities Exchange Act of 1934 (amended by the Dodd-Frank Act in 2010): Awards can be
provided to individuals who come forward with high-quality information that leads the Securities
Exchange Commission to enforce sanctions regarding fraud and illegal acts in the securities
market.54

= The Internal Revenue Code (IRC): The American tax code allows for awards to eligible
whistleblowers who provide the Internal Revenue Service with information about the
underpayment of tax or other violations of the IRC.55

53 Foley & Lardner (2020) A Variety of Whistleblowers Laws
54 US Securities and Exchange Commission, Office of the Whistleblower webpage

55 US Internal Revenue Service, Whistleblower Informant Award webpage



https://www.handbook.fca.org.uk/handbook/SYSC/18.pdf
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https://www.irs.gov/compliance/whistleblower-informant-award
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The Principles for Responsible Investment (PRI)

The PRI works with its international network of signatories to put the six Principles
for Responsible Investment into practice. Its goals are to understand the investment
implications of environmental, social and governance (ESG) issues and to support
signatories in integrating these issues into investment and ownership decisions. The
PRI acts in the long-term interests of its signatories, of the financial markets and
economies in which they operate and ultimately of the environment and society as
a whole.

The six Principles for Responsible Investment are a voluntary and aspirational set of
investment principles that offer a menu of possible actions for incorporating ESG is-
sues into investment practice. The Principles were developed by investors, for inves-
tors. In implementing them, signatories contribute to developing a more sustainable
global financial system.

Principles for
Responsible
Investment

n
More information: www.unpri.org .==PRI

The PRI is an investor initiative in partnership with
UNEP Finance Initiative and the UN Global Compact.

United Nations Environment Programme Finance Initiative (UNEP FI)

UNEP Flisaunique partnership between the United Nations Environment Programme
(UNEP) and the global financial sector. UNEP FI works closely with over 200
financial institutions that are signatories to the UNEP FI Statement on Sustainable
Development, and a range of partner organisations, to develop and promote linkages
between sustainability and financial performance. Through peer-to-peer networks,
research and training, UNEP Fl carries out its mission to identify, promote, and realise
the adoption of best environmental and sustainability practice at all levels of financial
institution operations.

More information: www.unepfi.org UNEP m\‘TﬁAﬁﬁ/E

United Nations Global Compact

The United Nations Global Compact is a call to companies everywhere to align their
operations and strategies with ten universally accepted principles in the areas of hu-
man rights, labour, environment and anti-corruption, and to take action in support
of UN goals and issues embodied in the Sustainable Development Goals. The UN
Global Compact is a leadership platform for the development, implementation and
disclosure of responsible corporate practices. Launched in 2000, it is the largest cor-
porate sustainability initiative in the world, with more than 8800 companies and
4,000 non-business signatories based in over 160 countries, and more than 8o Local
Networks.

i,
B @l‘;\" United Nations

W&y Global Compact

More information: www.unglobalcompact.org



